
9 788763 003322

ISBN: 978-87-630-0332-2

The P
rivate Security State?

The Private 
Security State?
Surveillance, Consumer Data and the War on Terror

Kirstie Ball, Ana Canhoto, Elizabeth Daniel, Sally Dibb, 
Maureen Meadows and Keith Spiller

The last decade has witnessed the emergence of a surveillance- 
industrial complex as securitised data about customers begins to 
flow between the private sector and government.  
 
Governments and their security agencies are mandating businesses 
to transfer data about their customers in a number of key indus-
trial sectors. Organisations in financial services, travel and latterly, 
communications, now provide the very data which enable decisions 
about risk and security deployment to be made.
  
This book revolves around case studies of two surveillance regimes: 
The Anti-Money Laundering/Counter Terror Finance regulations in 
retail financial services; and the eBorders regulations in the retail 
travel industry. The Private Security State? examines how these new 
government demands for information intertwine with the activities 
of private sector organisations, as their systems, processes, custo-
mers and employees are integrated into national security frame-
works.  
 
Through detailed empirical analysis it questions how private sec-
tor organisations achieve compliance with demands for customer 
data. Whilst others have argued that diffused security arrangements 
de-politicises it, The Private Security State? shows that national se-
curity becomes re-politicised as it re-surfaces in the politics of pro-
duction within the business enterprise. 

Omslag med zoomburst.indd   1 25/02/15   13.57



The Private Security State?





Kirstie Ball, Ana Canhoto, Elizabeth Daniel, Sally Dibb, 
Maureen Meadows and Keith Spiller

The Private Security State?
Surveillance, Consumer Data and the War on Terror



Kirstie Ball, Ana Canhoto, Elizabeth Daniel, Sally Dibb, Maureen Meadows and 

Keith Spiller

The Private Security State? – Surveillance, Consumer Data and the War on Terror

1. edition 2015

© CBS Press 2015

Cover: SL grafik (slgrafik.dk)

Typeset: SL grafik

Print: Eurographic Danmark A/S

E-bog ISBN: 978-87-630-0337-7

Tryk bog ISBN: 978-87-630-0332-2

CBS Press

Rosenørns Allé 9

1970 Frederiksberg C

slforlagene@samfundslitteratur.dk

cbspress.dk

All rights reserved.

No part of this publication may be reproduced or used in 

any form or by any means – graphic, electronic or mechanical 

including photocopying, recording, taping or information storage 

or retrieval systems – without permission in writing from CBS 

Press.



Contents

Acknowledgements ………………………………………………  7

List of abbreviations ……………………………………………  9

List of tables, figures and images ………………………………  11

CHAPTER ONE

Consumer data and the war  
on terror ………………………………………………………  13
The new political economy of security 

and surveillance

CHAPTER TWO

Market logics and regulation ……………………………………  29
Theorising private sector involvement in national security surveillance

CHAPTER THREE

Shaping the regimes ……………………………………………  55
Stakeholders and their interests

CHAPTER FOUR

Secure information flows? ………………………………………  73
Tensions, disruptions and realignments in information infrastructures

CHAPTER FIVE

The strategic response ……………………………………………  93
Recognising, rationalising and refashioning 

in the retail travel customer relationship

CHAPTER SIX

Embedded adaptations …………………………………………  109
Renegotiating and reworking in the financial services customer relationship



CHAPTER SEVEN

Cross-selling for security ………………………………………  137
Remediation work at the retail travel front-line

CHAPTER EIGHT

Compliance conquers all? ………………………………………  153
Remediation work at the financial services front-line

CHAPTER NINE

The private security state ………………………………………  169
Responsibilisation, surveillance and security

CHAPTER TEN

The out-takes ……………………………………………………  189
Reflections on interdisciplinary working

References …………………………………………………………  207

Appendices ………………………………………………………  229



7

ACKNOWLEDGEMENTS

Acknowledgements

Acknowledgements

There are a number of individuals and organisations without whom this 
work would not have been possible. First we would like to thank the Lev-
erhulme Trust for funding the work. Thank you for putting your faith in 
a team of business academics to shed light on the important questions 
of surveillance, security and the private sector. Second we would like to 
thank all of the anonymous participants in the fieldwork who so freely 
gave of their time to share their views with us. We would also like to thank 
the many industry associations who helped to facilitate access to different 
participants. In particular we would like to thank Richard Taylor at Travel 
Weekly, Doreen McKenzie of the ABTA Airlines Group, Timon Molloy at The 
Money Laundering Bulletin and the Institute of Money Laundering Preven-
tion Officers who allowed us to attend their events.

We would like to express our gratitude to the many academic friends 
and colleagues who have engaged with this work throughout the course 
of its life and have generously given us encouragement as well as their 
views on its development. In particular we would like to thank David 
Lyon, The New Transparency Project and Joan Sharpe, without which this 
work would not have been conceived. We would also like to thank Steve 
Graham who suggested the title for the book. We would like to thank many 
of our colleagues who, directly or indirectly, influenced the direction of 
the work: Anthony Amicelle, Louise Amoore, Caroline Clarke, Sara Degli 
Esposti, Marieke DeGoede, MariaLaura DiDomenico Gilles Favarel, Kevin 
Haggerty, Gerry Hanlon, Ben Hardy, Richard Holti, Jef Huysmans, Gavin 
Jack, David Knights, Reinhard Kreissl, David Murakami Wood, Mike Mc-
Cahill, Clive Norris, Andras Pap, Jason Pridmore, Michael Nagenborg, 
Charles Raab, Caroline Ramsey, Bence Ságvarí, John Storey, Pinelopi Trou-
linnou, David C Wilson, William Webster, Dean Wilson and Nils Zurawski. 
We would also like to thank the participants in the 4th and 5th Biannual 
Surveillance and Society Conferences, Meiji University (Dis)embodiment 
‘unconference’ attendees in December 2013, various Living in Surveillance 




