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Introduction

How would you feel if your employer demanded you hand over the passwords to your Facebook and Twitter accounts? Or how about applying for a new job knowing that the potential employer is using a web service that will sift through years of your life online? Perhaps your insurance company automatically investigates your credit card history, your health records and search pattern to determine whether your premiums should be increased? And don’t forget that when you go to the bathroom at the bar, your new hot date will pull out a smartphone and do a quick background check to find out if you own a house or have a bad reputation.

It’s happening to people right now.

What about your children’s lives being mined by companies from birth onward so they can place advertisements around their digital presence, targeted to their interests and purchases - song by song, game by game, poke by poke, like by like? By the time they apply for their first bank account, their friends and family have been cross-referenced in anonymous databases, thanks to a game app that has uploaded their photo library and address book. And the university employee who decides if they qualify for a scholarship will consult search engines to fill any holes in their biography.

All that is also already happening to people right now.

It could well be that you show up at the airport and are turned away for a silly post to your friends that rubs the immigration or customs officers the wrong way. And don’t feel strange when the cashier at the grocery store or the hotel receptionist knows where you were last week, since their new checkout terminal pulls data down from location-based services and social networks and then matches it against a biometric faceprint of yours, which in turn brings up all recent credit card and mobile wallet transactions.

They will still take your money, but they might treat you better or not give you a discount - all depending on your past online behavior - and maybe even your mental health. And if you give a company access to your DNA data, they even offer you VIP treatment, because they can mine and resell your genome.

Except for the last example, none of these examples are science fiction but already doing their algorithmic work in the wild as commercial products or experiments. Personal data has become the new oil. It drives the Internet economy. “Free” is the default on the web, but the price you pay is your personal data - the more precise the better. Companies are in a digital gold rush building up the most detailed identity banks, which can deliver a complete puzzle of every single individual on earth.

Little thought, however, is given to the question what damage this oversharing and openness by default do to our identity, our roles as family members, students and teachers, employers and employees, consumers and citizens. This much is certain: It has become very difficult to clean up your past, let alone start over with a blank slate.

About You Taking Control

This book is not about abstaining from using the web, mobile or social media. It is simply too much fun. And we have to participate in order not to handicap ourselves socially or professionally. This book is about knowing and taking control of your own original identity and thus your personal data, and not letting yourself be turned into one single, machine-readable entity. Having only one identity in the digital world will make large companies happy, but it is diametrically opposed to what makes us complex human beings.

Neither is this book about government snooping. That’s a topic deserving its own small library. We are concerned with commercial tracking and how you, as an individual, can engage in meaningful digital self-defense. Big companies are sitting on more and more useful data about individuals, data that the state won’t have the same access to. And as opposed to states, companies don’t necessarily work - or have to work - in the interest of citizens. 

Regulators from the European Union and the United States to India and China are wrestling with the question how to protect consumers and citizens. Is privacy a right or a commodity? At the same time, they have a vested interest in accessing this information themselves.

No matter how successful authorities and regulators might be in protecting us, the law is always playing catch-up with what is happening in the real world. Which means that as individuals, we need to take care of ourselves before technical progress creates a fait accompli.

Many digital services are certainly useful. They help us stay in touch with friends and relatives, save money and time, and let people market themselves to make a living or indulge their vanity. To some, the upside of these many services is so great that we should just forget about privacy. Privacy is dead, get over it, they say.

We beg to differ. We are talking a lot about “privacy,” as this is the term society has used for a long time. “Privacy,” however, is in many ways an outdated and abused term, and the idea behind it needs a new definition: It’s about my ability to decide who knows what about me when and in what context.

Often we don’t tell our best friend the same things we tell our spouse. Neither do we tell our boss the same things we share with our parents or children. We are different people in different situations. And sometimes, we just want to be left alone and remain anonymous. This book will address all these facets of regaining control over what matters to you and who ought to know about it.

Fake it now and then

Opposition to the personal data gold rush is slowly forming. The same happened over a century ago, when some intellectuals started a conversation about how “instantaneous photographs and newspaper enterprises have invaded the sacred precincts of the private and domestic life.” As Helen Nissenbaum, a professor at New York University, writes in her book “Privacy in Context,” it was the first step to establish the right to privacy. Today, critics worry about the long-term consequences of this giant database in the cloud that will track everyone for life and never forget. The European proposal to create a government-mandated “right to be forgotten” is a clear step where the debate is going.

That’s where this book wants to help. Go online and play, network and shop, we say. But be aware that there are always dozens of entities which you don’t know that will track and capture your moves, your intentions and your preferences. They are there to mine and market the pieces that make up who you are. Your identity is at stake.

So why not fake it now and then? Why volunteer every last detail about you to people and software you don’t know? Let´s throw some sand into the cogs of the machine-readable life and just pretend now and then. Life without creative friction is an ideal of economists, but not a reflection of what makes us well-rounded, curious humans. You have the right to be silly or silent, the right to be inventive, the right to say no to algorithms, and most importantly, the right to be left alone, to have space to think about who matters to you and what not to share.

This book is divided into 13 chapters. Following a couple of introductory remarks in the first two chapters about why privacy is so important and how much our personal data is worth, it forms a guide through a day in the life of all of us. All stories about the consequences of behavior and interactions online, the so-called cases, are real stories with real people who are referred to by a fictitious first name. Just as you do when you are online, we believe our interviewees have a right to be anonymous. But we know their names and have their contact information, or we have their stories from credible and validated sources.

Our cases stem from people all around the world. The web is global - so is this book. Use and abuse of personal data today are definitely a bigger problem in the US than in Europe, but almost all examples in the book are happening in Europe - or will very soon.

As you read this book, you will come across many tools, tips and tricks which will be explained in more detail in Chapter 13. We are not doing this to help criminals hide or commit crimes, but as with all tools, some of them can be used for nefarious purposes.

If you only have time for one take-away, it’s this: When in doubt, don’t post or click. Don’t give them your information. Don’t expose the identities of your friends and family. Use a pseudonym or alias when signing up for a new service and delete photos of yours where you can. There are many good reasons to consider digital suicide while still alive. Try to wipe your slate as clean as possible while you still can, it’s harder than you might think. There is no real, compelling reason to arrange and live your personal life according to the business model and dystopian notions of one social network or another. You can use your original identity for professional and personal purposes, but as soon as truly private aspects of your life are involved such as on Facebook and Pinterest, or if someone you don’t know or trust demands your data, you should get in the habit of using another name than your own. Go ahead, fake it!

Steffan Heuer & Pernille Tranberg, August 2012

Why ‘Privacy’ Is Important
 
Chapter 1
“No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence, nor to attacks upon his honor and reputation. Everyone has the right to the protection of the law against such interference or attacks.”
Privacy is a human right according to the Universal Declaration of Human Rights, quoted above, protecting the individual from intrusion by governments, corporations, and even nosy neighbors. But as with many other aspects of life, privacy is something most of us take for granted like turning on a light switch. You don’t know how important it is until you lose it. 
Particularly in Europe, we often mistakenly believe that the law will protect us from any violation in this respect. But the fact of the matter is that many of us do not even grasp the modern definition of privacy - the ability to decide who knows what about me when and in what context.
“I am on Facebook, but I don’t share anything private,” you often hear from people who are aware of their online reputation and are confident they are taking precautions. What they don’t know is what a “like,” an update, a search query, a picture or even a simple location status can be used for today, let alone in two or ten years from now if they land in the wrong hands.
Today, “identity” is the appropriate term for what we think of as privacy. We are the sum of the things that describe us – our identity is a puzzle. Tech companies claim privacy is dead and are building huge identity banks demanding of us to use our real names, but resistance is forming. Citizens and grassroots activists lead the way. Politicians, regulators and lawyers in Europe and the U.S. have also taken note that existing industry self-regulation alone does not solve the growing list of privacy problems.
Identity = Pieces of a Puzzle
Privacy used to be based on the notion that not everything is public – the Latin root of the word implies that there is a part of our lives that is separate, or privatus, from the realm of the state, the official or public sphere. The definition of privacy has undergone radical changes and constant redefinition since antiquity, driven by the rise of mass democracies and pervasive technologies. As an example, consider whether the sanctity of mail in a sealed envelope automatically extends to written or spoken electronic communications.
In the digital world, identity might be a more appropriate term to address the challenges than privacy. The dictionary definition of identity - again a Latin word – describes it as “the condition of being the same with something described or asserted.” The pieces of a puzzle that describe the same object, the same person, form a redundant whole. What we can do today to protect our privacy is to assert control over our identity.
We are the sum of the things that describe us - our features, our likes and dislikes, our passions, our DNA profiles, facial profiles, retina scans, voice prints, web surfing histories and even gaits. But unlike an identity paper that stays in your pocket until somebody with the right to ask compels you to produce it, the digital world gives persistent snooping rights by technical fiat to everybody and every software bot.
Your identity is constantly under siege, piece by piece, and you won’t even notice it. Just like the chips embedded in new passports can be sniffed from readers as you walk by, more and more components of the modern infrastructure we interact with take the measure of every passer-by. No clicks required, a hover will do to expose your identity. You will not even know you have been robbed, since digital information never goes missing - it is simply illegitimately and often illegally replicated for further use.
The value of identity, of course, varies according to who you are. The richer you are, the more powerful and famous, the more attractive is your personal data. But who knows, if you are not already, you might become a minister, a millionaire or date a celebrity, which by definition will lead to more interest in your previous and present online behavior. Even without money and power, you could be scrutinized by a person who wants to harm you, because you scored his job, his flirt, his customer or his parking space. Or your behavior will end up under the looking glass by your employer, insurance company, bank, governments or political parties.
Our Behavior Is Changing
So, are we clinging to outdated notions of what is and what ought to be private, when technology is really just showing us the way to a more open and transparent society? Or should we fight the urge to throw the doors open just because technology lets us, and legislation is hopelessly behind the times?
“People like Mark Zuckerberg (founder and CEO of Facebook) confuse transparency and openness,” argues the Canadian technology and business consultant Don Tapscott. “Transparency is for organizations and companies, but not for individuals. An organization has to be accountable and therefore transparent to its shareholders, stakeholders and the public at large. A person, on the other hand, has no such obligation. Quite the opposite. We should expect that our right to privacy will be respected. It’s the basis of trust.”
There is no doubt that our attitude will change to become more accepting in the wake of this massive trend of sharing personal data. As Mathias Klang, senior lecturer at the University of Göteborg, argues, it’s partially a generational issue: “In 10 to 15 years, I think we will be more tolerant and understand each other better. I see many teenagers do the right thing. The way they reply to each other if they get a nasty comment, they embrace it, laugh at it and make a joke back. They are better at all this openness than we are.”
Harvard technologist David Weinberger, author of several seminal books on the connected life and most recently of “Too Big To Know,” agrees: “My guess is that we will become more forgiving. When you deal with a medium that doesn’t forget, the culture has to become more forgiving or it falls apart, because every stupid thing you ever said can be brought up again in an instant. In 20 years from now, everybody running for office in a democracy will have posted embarrassing pictures on a social networking site.”
It is no doubt an illusion to believe that we can preserve our privacy like we were able to before the internet era. On the other hand, there is no reason to believe that human traits such as envy or greed will disappear.
A certain level of privacy and identity control is vital to maintain sanity as an individual and as society as a whole. We lose power and control when others gain access to our information - especially when we do not approve or even know of it. According to scientists, privacy violations can be very harmful to us and create anxiety, insecurity, embarrassment and fear. We can lose our self-esteem. 
Jay Stanley, senior policy analyst with the U.S. civil rights watchdog group ACLU, believes privacy violations change us as humans. “When people are being watched, they act differently. We become self-conscious about every little action, because others can use it against us. We are social animals keenly aware of how others see us.”
It is no wonder that some teens describe the feeling of being on Facebook as being on the front page of a tabloid newspaper every day. Or that half of 228 business students at the University of Salford in the UK admitted in a survey from July 2012 that the use of social networking had changed their behavior negatively. Even more important, as Oxford professor Viktor Mayer-Schönberger explains in his book “Delete: The Virtue of Forgetting in the Digital Age,” is this fact: “We risk losing our ability to define ourselves. Digital remembering leads to a loss of information control which constricts precisely the freedom to shape one’s own identity.”
Huge Identity Banks
Personal data drives and greases an increasing portion of the modern information economy, and that’s why experts at the World Economic Forum call it a new asset class or “the oil of today.” It is also the reason why Google, Facebook and many lesser known but growing companies are leading the way in creating huge online identity banks comprising hundreds of millions of people. The US-based Acxiom Corp. is an example. It is said to have 500 million active consumers in their global databases with about 1,500 data points for every single person, such as age, race, sex, weight, height, marital status, educational level, political orientation, buying habits, household health worries, vacation plans etc.
Where Acxiom works backstage, Google and Facebook openly build up ID banks. And both practice so-called real name policies: We have to use our real name to participate, according to their terms of service.
Facebook founder Zuckerberg proclaimed in 2009: “You have one identity … The days of you having a different image for your work friends or co-workers and for the other people you know are probably coming to an end pretty quickly. Having two identities for yourself is an example of a lack of integrity.”
Or as technologist Scott McNealy, co-founder of Sun Microsystems, put it as early as 1999: “You have zero privacy anyway, get over it.” The notion of the death of privacy was born.
Of course Google and Facebook want our real names. They are easier to capitalize on than false or incomplete personal data. And it is also often good to know as a user that the person you are corresponding with really is the person she says she is. However, to us as humans, using our real name in all aspects of online life is not an advantage. In fact, it runs counter to what it means to be human. We are all complex beings in the real world. This authenticity, shot through with a certain degree of opaqueness and secrecy, make us truly human as compared to the shallow and contrived digital personae that many of us deliberately put on. 
You might share a radical political view with a friend but shy away from expressing the same opinion in front of your boss or in public. You might tell friends a joke that you wouldn’t crack in front of your partner -- and hardly anyone would think of demanding a one-size-fits-all policy in the real world. It is completely normal in the analog realm to take on different social roles depending on with whom we interact. By consolidating identity online, we are made simpler than we actually are.
We Worry About Privacy
Most people express an appreciation of privacy. According to a Eurobarometer poll from June 2011, 70% of Europeans are concerned that their personal data held by companies may be used for a purpose other than that for which it was collected. How concerned people are varies by country: 69% of Germans, 48% of Danes and 54% of Europeans in general worry about search engines tailoring ads or content to their hobbies and interests. About the same percentage of people mind disclosing personal information in return for free services.
Europeans put a high amount of trust into health institutions, public authorities and banks to safeguard their personal data, whereas they have the least trust in search engines, email services and social media platforms. Finally, one-fifth to one-third believe they have no control at all over the information they share, whereas 50% feel partially in control.
A poll by the Pew Internet and American Life Project published in the spring of 2012 measured a similar - and growing - level of discomfort among Americans. Overall, more than two-thirds declared they mind targeted advertising because “I don’t like having my online behavior tracked and analyzed.” Three out of four Americans felt that it’s “an invasion of privacy” if a search engine keeps track of a person’s searches and uses that information to personalize future search results. According to another survey from January 2012, 90% of Americans generally worry about their online privacy. 
In poll published right before Facebook’s IPO, 59% of Americans said they trust Facebook “only a little,” or “not at all” when it comes to their personal data. A study by Consumer Reports revealed that one in four users worry so much that they falsify information on their social media profiles in order to protect their identity – up fourfold from only two years ago.
We are wary, but do we act accordingly? Yes, to a certain extent. It seems that Americans are beefing up their security measures. According to a survey by the privacy management firm TRUSTe half of U.S. adults want to opt out of behavioral advertising, which is twice the number compared to 2011. Three-quarters said they don´t allow companies to share their personal information with a third party - up from 67% - and 90% now use browser controls to protect their privacy, including deleting cookies. 
The answer, however is not unambiguous. While some people worry about Google’s many “free” products, only very few stop using Google’s services, not least because they are among the best on the market. We don’t see a massive decrease in the use of Facebook even though one-third of its users ask themselves why they are still part of the network, according to a poll by Sophos Security that was published when Facebook’s Timeline was forced upon all of its users in early 2012.
And even though so many people profess caring about their privacy, very few bother to read the terms and agreements they click through when joining a new service. It would also take you 30 full work days to actually read the privacy policies of the websites you visit in an average year.
Most people subconsciously know that they pay a price - giving up their personal information - when joining the many great free services such as Facebook, Gmail or Pinterest. Six out of 10 Europeans say that they do read these license agreements. But, according to the European consumers organization BEUC that conducted two surveys on this topic, only 5-7% actually read them.
Which is not to say posting privacy policies is useless. Doing so forces companies to disclose how they use personal data and be accountable. On the other hand, they give consumers the wrong impression that they are protected because they confuse “privacy protection” with “data use” policies and don’t read the fine print. Information that no one reads can therefore not really be called information. It’s fair to say that most privacy policies posted online or in the set-up process of apps are the mere legal fig leaf that companies need to publish, a procedural must that neither party really cares about.
The providers pretend they care about our privacy, when all they really want to do is harvest our actions and behavior to monetize their customers. We, the users, pretend to have read, understood and agreed to them, when all we really want to do is follow people, read gossip, play games and be entertained, distracted, oblivious to the cumulative effect of our actions. It’s a treasure trove of information that Internet observer John Battelle years ago called the “database of intention” when he described the rise of Google in his book “The Search.”
Europe vs. Facebook
Some citizens are protesting against this steady erosion of privacy and usurping of their identities. By spring of 2012, more than 40,000 Europeans had contacted Facebook’s European headquarters in Ireland to get a summary of most, but not all the personal data the U.S. company is holding about them.
They did so because of a German law student at the University of Vienna called Max Schrems who leads the grassroots movement Europe vs. Facebook. He believes Facebook is breaking current European law with its practices of collecting and marketing users’ personal data, often without consent. He has attracted the attention of lawmakers in Brussels and data protection agencies around Europe, some of which openly agree with him.
Schrems was the first to ask Facebook for all his data collected by the social service since he joined in 2008. He received a CD containing 1,222 pages of information. The disk contained data about him that he never consented to give, like his physical location. It also showed that Facebook was retaining data that he had personally deleted. Irish regulators took up his case, and Facebook was forced to make some changes, but Schrems still believes that regulators are not getting proper access to Facebook’s computers, and that they don’t get sufficient answers to many of their questions.
Privacy is a fungible term whose meaning is constantly redefined as the imperatives of businesses and Wall Street demand. What Facebook does with the data of its more than 950 million users has repercussions around the online world, since thousands of companies large and small have built their businesses on the social network’s platform, e.g. through a staggering amount of apps, most notably game services such as Zynga or Germany’s Wooga. These providers most often simply use Facebook’s privacy policies as the guidelines and can effectively hide behind the decisions of the giant network - even if that means little to no regard for their users’ privacy. When a leading vendor of hardware and software bundles such as Apple integrates Facebook deeply into its mobile operating system iOS6 and its related services, it becomes almost too complicated for a consumer to understand the risks to his or her identity online. Which company follows what policies and condones what sharing and datamining practices?
Radical Transparency
Some people have totally given up their privacy and surrendered to what they call radical transparency.
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